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1 Introduction

1.1 Overview

This document identifies the architectural design specifications that satisfy the functional requirements pro-
posed in the System Requirements Specification. It addresses the needs of the various subsystems’ non-
functional requirements focusing on the quality attributes, architectural patterns as well as constraints and
integration requirements of the Hutts-Verification system.

The following modules’ designs are included in this document:
e Image Processing
e Image Preprocessing
e Verification

The document begins with an explanation on the chosen architectural pattern and how it will be used to
modularize the API. It then outlines the architectural design of each module along with all relevant UML
diagrams. Finally the chosen technologies are discussed as well as the deployment of the system.

1.2 Architectural Pattern

The Hutts-Validation system is designed as a WebAPI using the Service-Oriented Architecture (SOA). In this
pattern, the architecture is essentially a collection of independent services that communicate with each other.
Each service is well-defined, self-contained and does not depend on the context or state of other services,
ensuring loose coupling.

The system also makes use of the famous GRASP Controller pattern to ensure loose coupling between the
interface and services. The use of use case controllers allow the interface and services to change independently
without affecting one another. It also allows the system to support multiple interfaces. A high-level sequence
diagram depicting the use of the pattern will be evident in the descriptions of the individual services.

2 Deployment Diagram

The following Deployment diagram depicts the architecture of the system as deployment of artifacts to
deployment targets.. This can be seen as an overall view on the system in a deployment scenario.
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Figure 1: Deployment Diagram of Hutts Verification




3 Services

This section outlines the design of each individual service and in terms of UML diagrams and how services
are related to one another.

3.1 Image Preprocessing Service

The Image Preprocessing service is a crucial module of the system that requires a heavy emphasis. This service
creates the image preprocessing pipeline for the application of all the necessary preprocessing techniques on
incoming images to yield better results further down the system pipeline, specifically for further processing.
This service is mostly used to prepare the image for OCR and facial recognition.

3.1.1 Class Diagram
The class diagram of the Image Preprocessing module makes use of a well-known design pattern:

e Builder: Allows us to separate the representation of the pipeline from its construction. As a result,
we can use the same construction process to create different pipelines, depending on the situation and
type of ID document.

PipelineBuilder

- pipeline: Pipeling

BuildDirector

+ set_blur_manager({value: BlurManager): void

+ construct(): Pipeline

+ set_color_manager(value: ColorManager): void
+ zet_face_detector(value: FaceDetector): void

+ set_threshold_manager(value: ThresholdingManager): void

+ get_result(): Pipeline

Pipeline
FaceDetector - color_manager: ColorManager ThresholdingManager

- path: Sfring - face_detector: FaceDetector ype: String

X L <> - blur_manager: ElurManager :
+ detect(image: Object): List<int= -

(imag ject) ] + adaptiveThresholding(image: Object): Object
+ extractFace(image: Object): Object - threshold_manager. ThreholdManager

’ + otsuThresholding(image: Object): Object

+ blur_face({image: Object). Object + process(image: Object, rm: Boolean): Object

!

v v

BlurManager ColorManager

- type: String - type: String

- kernel_size: tuple - channel: String

+ blur{image: Object). Object - kernel_size: tuple

+ gaussianBlur(image: Object): Object + histEqualization(image: Object): Object

+ MedianBlur{image: Object): Object + extractChannel{image: Object): Object

+ blackHat{image: Object): Object

+ topHat{image: Object). Object

Figure 2: Image Preprocessing Service




3.1.2 Activity Diagram

e Precondition: A photo of an ID with a high DPI and reasonable, proportionate lighting should be
provided.

e Postcondition: The service returns a fully preprocessed image ready for extraction.

act Image F’rm:n)ces‘.singgJ

Edge Detection
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[Text Extraction]
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Figure 3: Image Preprocessing Activity Diagram




3.2 Image Processing Service

The Image Processing service is the core module of the system. This service creates the image processing
pipeline by applying all the necessary computer vision and processing techniques. This service is mostly used
to process the information contained within an incoming image into a workable format.

3.2.1 Class Diagram

TextManager

- deplorables: list<string>

- match_contexts: list<dict>

+ clean_up(in_string: string, deplorables: list<string>, append_to_deplorables: boolean): string
compile_deplorables(deplorables: list<string>, append_to_deplorables: boolean)

+ sanitise_deplorables(deplorables: list<strings>): list<strings>

+ dictify(id_string: string, barcode_data: dict, fuzzy_min_ratio: int, max_muiti_line: int): dict

- id_number_information_extraction(id_info: dict, id_number: string): dict

- populate_id_information(id_string: string, id_info: dict, fuzzy_min_ratio: int, max_multi_line: int): void

- get_match(id_string_list: list<string>, match_context: dict, fuzzy_min_ratio: int, max_multi_line: int): string

TextExtractor

TemplateMatcher
- template: list<tuple> < ®

+ identify(source: int]]): dict

- preferences: dict

- remove_face: boolean

+ extract(image: int [J): dict

SimplificationManager FaceExtractor

+ perspectiveTransformation(image: int[]): int[] + extract(image: intf]): int[]

BarcodeManager

+ detect(image: int[]): boolean
+get_barcode_info(image: int[]): string

+ apply_barcode_blur(image: int]], box: list<int>, dilation_intensity: int)

Figure 4: Image Processing Service




3.2.2 Activity Diagram

e Precondition: A fully preprocessed image must be provided.

e Postcondition: The service returns the extracted text and face.
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Figure 5: Image Processing Activity Diagram




3.2.3 Sequence Diagram
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Figure 6: Image Processing Sequence Diagram




3.3 Verification Service

The Verification service is the part of the system that is responsible for all the logic related to verifying a
form of ID against given information. It performs the required checks and calculations to determine a likeness

percentage that forms the ultimate verifier.

3.3.1 Class Diagram

FaceVerify

+ verify(facel: int]], face2: intf], threshold: float): tuple

TextVerify

+ verify(extracted: dict, verifier: dict, threshold: float, min_matches: int, verbose: bool): tuple

- match_percentage(str_x: string, str_y: string): float

- total_percentage_match(matches: dict): float

Figure 7: Verification Service




3.3.2 Activity Diagram

e Precondition: A photo of an ID with a high DPI and reasonable, proportionate lighting should be
provided, as well as initial personal information and a photo of the individual’s face.

e Postcondition: The service returns an overall percentage match for the data, as well as individual
matches for text verification and face verification.

act Verify ]

. [text]

[face]
Receive Extracted
Faces
) Compute Descriptors )
Detect Facial . - Compute String
‘ Regions ‘ Distance Difference Distances

Plot Facial Apply Facial Receive ID Text
Landmarks Descriptors

Figure 8: Verification Activity Diagram




4 High Level Diagrams

4.1 State Diagram
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Figure 9: High Level State Diagram

4.2 Activty Diagrams
4.2.1 Verification
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Figure 10: Verify ID Activity Diagram
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Figure 11: Verify Personal Information Activity Diagram
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act Verify Faces )
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Figure 12: Verify Faces Activity Diagram
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4.2.2 Extraction

act Extract All )
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Figure 13: Extract All Activity Diagram
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act Extract Personal Information

User

[implicitRequest]

System

[explicitRequest]

Send "Extract Personal W

Preprocess Image

Information” Request J

|_|_|

Process Image

|_|_|

[implicitRequest]

[explicitRequest]

Consolidate Results

Respond to User Request

(O —

Figure 14: Extract Personal Information Activity Diagram
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act Extract Face )
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Figure 15: Extract Face Activity Diagram
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